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Use of technology:
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G505s Laptop (Lenovo)

Candidate: G505s Laptop:

• 15” Lenovo laptop from 2013

• AMD Bolton M3 FCH

• AMD A-series APU (Family 15h)

Software freedom status:

• Coreboot support (AGESA)

• Option ROM/VGA BIOS

• CPU microcode, updates

• Firmwares:
• IMC
• SMU
• xHCI (USB 3)
• Embedded Controller
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Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification

Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Embedded Controller

Specific interest:

• User interaction, modification
Start up with lid open!

• Privacy/security

• Power sequencing, optimizations

• Fun to learn about!

Free software support:

• CrOS EC

• Lynxis 2015 GSoC project



Hardware Investigation



Hardware Investigation



Documentation

Laptop (G505s) documentation:

• Full schematics:
Lenovo G405S Compal VALGC_GD LA-A091P.pdf

• Power sequencing diagram

• No PCB layout, labels

EC (KB9012) documentation:

• Extensive datasheet:
• Platform description
• Registers description

• Some application notes
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KB9012 Platform Description

KB9012 platform:

• 8051-based CPU:
• 8-32 MHz clock frequency
• 8-bit words
• Memory layout: program, external, internal, SFR
• Interrupt controller, timers
• Specific extensions

• Storage memory (128 kiB flash)

• Volatile memory (4 kiB SRAM)

• Controllers:
• LPC, SMBUS (I2C), SPI
• GPIO, ADC, DAC
• Keyboard, PS/2
• IR, FAN, OW
• Some more
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Serial and Debug Output

Serial port:

• UART from the 8051 CPU

• Exported to:
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• Pads (JP3)
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Flashing the Firmware

Internal memory access:

• X-Bus interface, commands

• LPC Index-I/O:
• CrOS Flashrom support

(KB9xx)
• Firmware-disabled

• ENE Debug Interface (EDI):
• SPI protocol
• Application note (commands)
• Keyboard pins

Flashrom support (under review)!
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Development board:

• Spare board and chips

• LQFP128 soldering

• Exposed pins

• Used for memory flash
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Software Investigation

Early software bringup:

• 8051 ISA

• Bare opcodes (hexedit)

• Serial Hello World!, LED

90ff0d mov dptr, 0xff0d

e0 movx a, @dptr

440c orl a, 0xc

f0 movx @dptr, a

43a880 orl 0xa8, #0x80

758200 mov 0x82, #0x00

22 ret

Proper development base:

• C compiler: SDCC, extensions

• Memory models, stack

• Reverse engineering tools:

• Static: radare2, 8051 support
• Dynamic: emu8051,

emu8051-device

emu8051-kb9012

emu8051-device

emu8051

8051

host

serial
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